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RELATED WORKS

FTP

The File Transfer Protocol

Filezilla, VSFTPD

10

LAN CHATS
To chat with other users in the same LAN

CD Messenger, Squiggle



OPERATION

A sends a message/file to B. To do
this, A must know the |P address of
B.
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MAIN PROBLEMS
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DHCP

The IP address of a user
will never be the same

ESTABLISHING
THE CONNECTION

NETWORK
SEGMENTATION

Users from different
vlans without the ability
to communicate



MEANING USAGE

Dynamic Host A DHCP server
Configuration dynamically assigns
Protocol an IP address and

other network
configuration
parameters to each
device on a network

PROBLEM

User IP addresses are
constantly changing

SOLUTION 13

- Address server

- IPv6 EUI - 64

- UDP Broadcast

- Scan every host in
the network

DHCP



SCANNING EACH HOST IS
INSANE

Class C, B or A networks.

UDP IS NOT RELIABLE

Broadcast storm

ADDRESS SERVER

What if the server is down?

MORE
PROBLEMS

IPV6 LINK LOCAL EUI-64



0 8 16 24 32 40 48
48-bit IEEE 39 A7 94 07 CB DO
802 MAC
Address |00111001|10100111|10010100 (00000111 (11001011 | 11010000
Organizationally Unique ." *. . -
' identifier (Qul) . -, ~ Deviceldentifier - -
0 8 16 24”32 40 a8 5 .64
1. Spit MAC Address | 00111001 ( 10100111 | 10010100 00000111 (11001011 | 11010000
2. Add "FFFE" Bit Pattern
To Middle 16 Bits |00111001]10100111 10010100 11111111 (11111110 00000111 { 11001011 | 11010000
3. Change Bit 7 To"1" | 00111011 10100111 | 10010100 11111111 11111110 { 00000111 [ 11001011 [ 11010000
Modified EUI-64 Identifier 3B A7 94 FF FE 07 CB DO
In Hexadecimal Notation
SN Ko fo On 3BAT-94FF-FE07-CBDO
Hexadecimal Notation

64-Bit IPvé Modified EUI-64 Interface Identifier
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pre("The Rails enviromes
guire 'spec helper’
guire 'rspec/rails’

pquire ' capybore/repes
require ' capybare/reils

. -
ra. JW"““""
Gappor |, Loy

ADDRESS SERVER 16

Presentations are communication tools.

IPVe EUI-64

Presentations are communication tools.

CHOSEN OPTIONS



DROP REQUEST
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BPMN charts of some process of the project




BPMN charts of some process of the project

GET REQUEST
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BPMN charts of some process of the project

SIGN-UP REQUEST

ila P del usuano

USLArG que euaha

usando esa

direccidn IP por este

NUEVD USUIARID

£
§
= Establecer una Crear y enviar Recibi una Interpratar a
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USER APLICATION
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TO ESTABLISH
COMMUNICATION

If the server is down, try
with IPv6 Link Local
EUI - 64

SEND TEXT
MESSAGES

As in any other chat

SHARE FILES AS
FTP SERVER

Visit your contacts
directories



MAC SPOOFING

21
DRAWBACKS

Someone can impersonate you

Who came up with the idea of mixing layer 2 and
layer 7 of the OSI model? .

We have not solved the problem of inter-vlan
communication

AND YOU ARE SHARING YOUR MAC ADDRESS WITH
EVERYONE



FURTHER WORK

HTTP: THE NEXT ITERATION

e Encrypt information without reinventing the wheel (HTTPS)
¢ No need to write code for each platform (Responsive design)
e No need to install anything on your device

IMPROVING THE SECURITY



SUMMARY
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HOTLINE

TRY ME!

HOTLINE SOURCE CODE
https://github.com/jorge4larcon/hotline

HOTLINE FOR WINDOWS Xo64

https://mega.nz/#!|PACHIBC!iPidiJxO4bXH5R9EzSRK gOcxt0g3QX
MOneiay -w7w



CINNAMON SERVER

TRY ME!

CINNACOM SOURCE CODE

https://github.com/jorge4larcon/cinnamon

CINNAMON FOR WINDOWS X664

https://drive.google.com/open?
id=1sYMVMX5YjbHARfgENbbTIW9RaOgDIWxk



ADMINT TOOL

TRY ME!

ADMINT SOURCE CODE
https://github.com/jorge4larcon/admint

ADMINT FOR WINDOWS X64

https://drive.google.com/open?
id=1j2WICRY  ICGNhwl607jnbx2Wu_9SoRG
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